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Timeline of Framework Updates

Webinar to Describe

Engagement with Key Process and Request Adjudicate Comments First Draft of Changes
Stakeholders for Comments Received for Comments
Pre-November 2019 December 2019 January-February 2020 July 2020

Announcement of Request for Comments Consultative Process Final Draft of Changes
Request for Comments Deadline March-May 2020 November 2020
November 2019 January 2020
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Attributes of the New Revision

A Agilityt The NICE Framework enables organizations to keep pace with
constantly evolving ecosystem.

A Flexibilityt The NICE Framework enables organizations to account for
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A Interoperabilityt The NICE Framework enables organizations to
exchange workforce information using a common language.

A Modularityt The NICE Framework enables organizations to
communicate about other workforces within an enterprise (e.g., Privacy
Artificial Intelligence etc.).
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Feature: Building Blocks

A Task: an activity that is directed toward the achievement of objectives
A Knowledge: a retrievable set of concepts within memory
A Skill: the capacity to perform an observable action
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Feature: Work Roles

Describes the work

Includes:

« Name
* Description A

Work Role
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Feature: Competencies
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[ —1

—

Knowledge

——| Competency

Skill

NITIATIVE FOR

NATIONAL |
CYBERSECURITY EDUCATION




NICE

NATIONAL INITIATIVE FOR
CYBERSECURITY EDUCATION




Feature: Work Roles

Describes the work
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Senior Workforce Analyst
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Administration
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U.S. DEPARTMENT OF LABOR

Use of NICE Framework by Private Sector
and Role of Employment and Training Administration

I The Employment and Training Administration (ETA) and industry partners
collaborate to develop and maintain dynamic models of the foundation and
technical competencies needed in various industries and sectors of the American
economy.

-

The goal is to promote an understanding of the skill sets and competencies that
are essential to educate and train a globally competitive workforce.

-

The models are a resource to inform collaboration among industry leaders,
educators, economic developers, and public workforce investment professionals
to:

Identify specific employer skill needs
Develop competency-based curricula and training models

Develop industry-defined performance indicators, skill standards,
or certifications

1 Develop resources for career exploration and guidance

~
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U.S. DEPARTMENT OF LABOR

DOL-sponsored online resources

Occupational Information Network

(O*NET) system Competency Model Clearinghouse

ion Qui : 4= COMPETENCY MODEL (= careeronestoy
1 o ek e A proud partner of the americanjobcenter network.
O-NET OnlLine G . D &= CLEARINGHOUSE P e iob Search CareerOneStop Q.

Help  Find Occupations  Advanced Search  Crosswalks Share  O*NET Sites Get Started Industry Models Models in Action Build a Model Tool Find Resources

want to be

e e O 3 i
: Whaes New: View an Industry Model
Build your future ........ gl :
A 2. included in O*NET websites OCCUPATION RELATED
with O*NET OnLine. - S )
Welcome to your tool for career exploration i o . INDUSTRY RELATED
and ]Db analysis! Get O®NET news by email or RSS. ?
O*NET OnLine has detailed descriptions of the
world of work for use by job seekers, workforce m
development and HR pr ionals, students,
researchers, and more! Start the career you've
you never imagined.
't Now
= at My Next Move
N — - -
Get Started Industry Models Models in Action Build a Model Tool

Put your military skil

experience to work in civilian e 0000 i
Find Occupations Advanced Search Crosswalks life. Learn how at:
. Latest Industry Models Do It Yourself
MY NEXT MVE GEES)

Browse groups of similar Focus on occupations that use Connect to a wealth of 0*NET

occupations to explore careers. a spedific tool or software. data. Enter a code or title from 1. Advanced Manufacturing 1. Build your own Model 1. Advanced Manufacturing Competency

Choose from industry, field of Explore occupations that need another classification to find the Model Updated

work, science area, and more. your skills. related O*NET-SOC occupation. 2. Cybersecurity 2. View Build a Model Tool demo
Hot Technologies are 2. Cybersecurity Competency Model
frequently indluded in 3. Commercial and Industrial 3. Register Here Updated

5 5 : employer job postings. Construction
S 5 O R O Meleary T @ poreee ¢ 4. General Instructions to Build a Model 3. Added new video to the CMC video series

e Occupation Search Keyword or Q*NET-SOC Code: (D]

4. Heavy Highway Civil Construction
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U.S. DEPARTMENT OF LABOR

O*NET Focus on Careers and Occupations

O*NET NICE Cybersecurity Framework
974 Occupations 52 Work Roles
41 Knowledge Areas 614 Knowledge statements
35 Skills 359 Skills
55 Abilities 119 Abilities
19,566 Tasks 928 Tasks

The NICE Framework is an unparalleled in-depth resource
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U.S. DEPARTMENT OF LABOR

O*NET Profile for Information Security Analysts

Occupation Quick Sear

@ ONET OnLine

Help Find O i dy d Search ® Share O*NET Sites

Updated 2020

Summary Report for:

15-1122.00 - Information Security Analysts

Plan, implement, upgrade, or monitor security measures for the protection of computer networks and information. May ensure appropriate security controls are in
place that will safeguard digital files and vital electronic infrastructure. May respond to computer security breaches and viruses

Sample of reported job titles: Data Security Administrator, Information Security Officer, Information Security Specialist, Information Systems Security Analyst,
Information Systems Security Officer, Information Technology Security Analyst (IT Security Analyst), Information Technology Specialist, Network Security Analyst,
Security Analyst, Systems Analyst

View report: | Summary Details Custom

Skills | Abilties | Work Activities | Detailed Work Activiies | Work Context | Job Zone | Education | Credentials | Interests | Work Styles | Work
Job Onpenings | Addtional Information

Tasks
50f 12 displayed

© Develop plans to safeguard computer files against accidental or unauthorized modification, destruction, or disclosure and to meet emergency data
processing needs.

© Monitor current reports of computer viruses to determine when to update virus protection systems.

© Encrypt data transmissions and erect firewalls to conceal confidential information as it is being transmitted and to keep out tainted digital transfers.

© Perform risk assessments and execute tests of data processing system to ensure functioning of data processing activities and security measures.

© Modify computer security files to incorporate new software, correct errors, or change individual access status.

back totop

Technology Skills

50151 displayed  Show 5 tools used

© Development environment software — Apache Ant 9% - Go ¥ ; Microsoft Visual Studio #% ; National Instruments LabVIEW %
© Network monitoring software — IBM QRadar SIEM; Nagios &% Symantec Blue Coat Data Loss Prevention; Wireshark ¥%

] Operating system software — Linux L3 : Microsoft Windows Server 9% : Shell script ¥ - UNIX

© Transaction security and virus protection software — HP Weblnspect; McAfee; Portswigger BurP Suite; Symamec*:

Wages & Employment Trends
Median wages (2019) $47.95 hourly, $99,730 annual
State wages | Select a State v || Go
Local wages ZIP Code: Go
Employment (2018) 112,300 employees
Projected growth (2018-2028) =sss Much faster than average (11% or higher)

Projected job openings (2018-2028) 12,800
State trends | Select a State v || Go

Top industries (2018) Professional, Scientific, and Technical Services
Einance and Insurance

Source: Bureau of Labor Statistics 2019 wage data & and 2012-2028 employment projections E&'. *Projected growth” represents the estimated change in total employment over the projections period (2018-
2028)."Projected job openings” represent openings due to growih and replacement.

backcto top

Job Openings on the Web

48 FindJobs

Sources of Additional Information
All 10 displayed

Disclaimer: Sources are listed to provide additional informatioNgn related jobs, specialties, and/or industries. Links to non-DOL Internet sites are provided for

your convenience and do not constitute an endorsement

. (802 &
« CompTIA®

CompTIA Association of [T Professionals &

High Technology Crime Investigation A iation &
Information Systems Security Association &
InfraGard &

« ISACA®

National Initiative for Cybersecurity Educatiopg
n security analvsts @
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Feature: Competencies
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